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ABSTRACT: Cyberwarfare has become one of the most prominent aspects of global 

geopolitical competition, introducing a new dimension of conflict involving states and non-

state actors. Although research on the role of states in cyber warfare has been amplacious, 

research on the role of non-state actors is still limited. This study aims to analyze the role and 

impact of non-state actors in global cyber warfare. In cyber warfare, non-state actors can 

exploit the vulnerabilities of security systems to achieve their political or ideological goals, 

changing geopolitical dynamics in unexpected ways. Case studies raised in this study include 

cyber attacks by Anonymous groups against governments and companies, cyber acts of 

terrorism by ISIS, manipulation of information by extremist groups to achieve their political 

goals, and the use of digital propaganda in regional conflicts. By paying attention to the 

concept of force and security in the perspective of realism, this research is expected to provide 

a better understanding of how non-state actors influence global geopolitical dynamics 

through cyber warfare. The implication of this research is the importance of strengthening 

national cyber defense and international cooperation in the face of threats presented by non-

state actors in the cyber domain. 

Keywords: cyber warfare, non-state actors, global geopolitical competition, cyber 

terrorism, cybersecurity 

 

INTRODUCTION 

In today's digital era, information technology has become an integral component in 

global geopolitical dynamics. Advances in cyber technology have changed the way countries 

interact and compete with each other. One of the phenomena that stands out in this context 

is cyber proxy warfare, in which non-state actors such as hacker groups, terrorist organizations, 

and extremist groups use cyber technologies to achieve their geopolitical goals. Cyber proxy 

warfare includes a wide range of actions, including Distributed Denial of Service (DDoS) 

attacks, data theft, information manipulation, and digital propaganda (Conway, 2016; Liu, 

Shao, Li, & Yang, 2021) 

Why is cyber proxy warfare important to study? Cyber proxy warfare has the potential to 

alter the international balance of power without the direct involvement of countries in 

conventional military conflicts. Non-state actors, who often have affiliation or support from a 

particular country, use cyber technologies to weaken critical infrastructure, disrupt political 

stability, and influence public opinion in target countries (Rid & Buchanan, 2015). This 

phenomenon includes cyberattacks by groups such as Anonymous against governments and 

companies, cyber terrorism by ISIS, information manipulation by extremist groups, and the use 

of digital propaganda in regional conflicts (Jarvis, Macdonald, & Chen, 2015; Weimann, 2006). 
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The significance of this research lies in a deeper understanding of the role of non-state 

actors in cyber proxy warfare and how they affect global geopolitical dynamics. The research 

is also important to assist policymakers and security practitioners in developing effective 

strategies to protect national security from cyber threats. Although there have been several 

studies that have discussed cyber warfare, the focus on the role of non-state actors is still 

relatively limited. Most of the existing literature tends to focus on the role of the state as the 

main actor in cyber conflicts or on the technical aspects of the cyberattack itself (Hollis, 2022). 

This research seeks to fill this gap by exploring the specific role of non-state actors in cyber 

proxy warfare and how they affect global geopolitical competition. Thus, this research is 

expected to provide new and significant insights that can help enrich the existing literature. 

The theoretical framework used in this study is a realism perspective in international 

relations, which emphasizes the importance of strength and security. In the context of realism, 

states and non-state actors are seen as entities that seek to maximize their power and security 

in an anarchic international system (Waltz, 1979). This perspective helps to understand how 

non-state actors are using cyber technology as a tool to achieve their geopolitical goals and 

how countries are responding to these threats. 

In today’s globalized digital landscape, the integration of cyberspace into geopolitical 

competition has fundamentally transformed the dynamics of international relations. Non-state 

actors, once peripheral to such conflicts, have emerged as key players leveraging cyber 

technologies to influence power balances without conventional military force. These entities 

utilize cyber tools for political, ideological, and financial gains, targeting critical infrastructure, 

spreading disinformation, and influencing public opinion. This evolution underscores the 

necessity for nations to reevaluate their security frameworks, recognizing the increasing 

relevance of non-state actors in shaping global stability. 

Cyber proxy warfare highlights the blurred lines between state and non-state entities, as 

these groups often operate autonomously or under indirect state sponsorship. The anonymity 

and accessibility of cyber tools provide an asymmetric advantage to non-state actors, enabling 

them to challenge even the most technologically advanced nations. For instance, groups like 

Anonymous and ISIS exemplify how non-state entities can disrupt operations, spread fear, and 

destabilize geopolitical landscapes through coordinated cyber campaigns. 

The phenomenon of cyber proxy warfare also emphasizes the critical role of information 

as a weapon. Digital propaganda, disinformation campaigns, and online recruitment are 

increasingly utilized by extremist groups to advance their agendas. These methods not only 

exacerbate social polarization but also undermine trust in institutions, amplifying the long-

term effects of cyber conflicts. Addressing these threats requires a multifaceted approach that 

integrates technological advancements, public awareness, and robust regulatory frameworks. 

From a strategic perspective, cyber proxy warfare challenges traditional notions of power 

and security. The shift from physical to digital battlefields necessitates the development of 

comprehensive strategies that encompass both proactive measures and reactive defenses. 

International cooperation is paramount in establishing global norms and collaborative 

mechanisms to counteract the influence of non-state actors. Cybersecurity frameworks must 

evolve to address the complexities of a domain where threats are both transnational and 

multifaceted. 

Moreover, the role of public-private partnerships in combating cyber threats cannot be 

overstated. With much of the world’s critical infrastructure privately owned, governments must 

work alongside corporations to bolster cybersecurity defenses. This includes sharing 
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intelligence, investing in advanced detection systems, and conducting joint training exercises 

to enhance preparedness against cyber threats posed by non-state actors. 

At the societal level, digital literacy plays a pivotal role in mitigating the effects of cyber 

proxy warfare. Educating the public about identifying disinformation, understanding cyber 

threats, and fostering resilience against propaganda can significantly reduce the efficacy of 

non-state actors’ campaigns. Governments and educational institutions must prioritize 

initiatives that enhance public awareness and critical thinking in the digital age. 

The rise of cyber proxy warfare signifies a paradigm shift in how geopolitical conflicts 

are waged. Non-state actors have leveraged technological advancements to establish 

themselves as formidable players on the global stage. As the cyber domain continues to 

evolve, the need for innovative, collaborative, and comprehensive strategies to counter these 

threats becomes increasingly urgent. 

This research is urgent as the proliferation of cyber proxy warfare by non-state actors 

poses a significant threat to global security and stability. The ability of these entities to exploit 

cyberspace for disruptive activities, ranging from infrastructure attacks to disinformation 

campaigns, highlights vulnerabilities in national and international security frameworks. 

Addressing these challenges is essential to safeguard critical systems, maintain public trust, 

and prevent further geopolitical destabilization. 

While substantial research exists on state-centric cyber warfare, the role of non-state 

actors remains underexplored. Current literature often neglects the nuanced tactics and 

implications of cyber operations conducted by non-state entities, particularly their influence 

on global geopolitics. Furthermore, the intersection of cyber proxy warfare with international 

norms and cooperative security strategies requires deeper investigation to inform effective 

countermeasures. 

The novelty of this study lies in its focus on the specific role of non-state actors in cyber 

proxy warfare, analyzed through a realism framework. By examining case studies such as 

Anonymous and ISIS, the research provides an interdisciplinary approach that integrates 

technical, political, and strategic perspectives. This study offers fresh insights into how these 

actors exploit cyber technologies to challenge conventional power structures and reshape 

global dynamics. 

The primary objective of this research is to analyze the strategies and impacts of non-

state actors in cyber proxy warfare, with a focus on their influence on global geopolitics. The 

findings aim to benefit policymakers by providing actionable recommendations for enhancing 

cybersecurity and international cooperation. Additionally, this research contributes to 

academic literature by filling gaps in the understanding of non-state actors' roles in cyber 

conflicts. Ultimately, it seeks to support the development of resilient frameworks that address 

the complexities of modern cyber threats, ensuring a safer and more stable digital 

environment. 

 

RESEARCH METHODOLOGY 

This study uses a qualitative approach with a case study method to explore the role of 

non-state actors in cyber proxy warfare and its impact on global geopolitical competition. This 

approach was chosen because it provides the ability to conduct in-depth and contextual 

analysis of this complex and relatively new phenomenon (Yin, 2018). 

The study will involve several representative cases to explore the variety and depth of 

involvement of non-state actors in cyber proxy warfare. These cases were selected based on 
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their relevance to the research topic as well as the availability of adequate data. Examples of 

cases to be analyzed include: 

Cyber Attacks by Anonymous Groups: This case includes attacks carried out by the 

Anonymous hacker group against governments and companies. This analysis will help 

understand their motivations, techniques, and impact on the chosen target (Smith, 2019). 

Cyber Terrorism Acts by ISIS: This case highlights the use of cyber technology by ISIS to 

carry out acts of terrorism, including propaganda and online recruitment. This research will 

explore the methods ISIS uses to achieve its goals and its impact on global security (Jones, S., 

& Lane, 2021). 

Information Manipulation by Extremist Groups: This case includes information 

manipulation by extremist groups to achieve their political goals, including disinformation 

campaigns and influence on public opinion. A focus on disinformation strategies will provide 

insight into the methods used and their long-term impact on international relations (Adams, 

2020). 

The Use of Digital Propaganda in Regional Conflicts: This case will explore how digital 

propaganda is used in regional conflicts to influence public opinion and support specific 

political goals. This analysis will provide an understanding of the role of propaganda in modern 

conflict (Bryman, 2016). Data will be collected through a variety of sources to ensure the depth 

and validity of the analysis: Official Documents: Reports from cybersecurity agencies, 

governments, and international organizations will be used to get a clear picture of the incident 

and the response provided. Media Reports: News articles, analysis, and journalistic 

investigations will be an important source of information regarding the details of events and 

the broader context. Literature Analysis: Previous academic studies and related literature will 

be reviewed to understand theories and concepts relevant to the research topic (Creswell, 

2015). 

The collected data will be analyzed using thematic analysis methods to identify key 

patterns, themes, and categories in the data: Key Theme Identification: The analysis will focus 

on themes such as the motivations of non-state actors, the techniques used in cyberattacks, 

and the impact on national and international security (Braun & Clarke, 2006). Data 

Triangulation: Triangulation techniques will be used to ensure the validity of findings by 

comparing information from various data sources (Flick, 2022). Contextualization of Findings: 

Each case will be analyzed in a broader context to understand how each incident reflects a 

global trend in cyber proxy warfare. The findings from the case analysis will be interpreted to 

provide in-depth insights into the role of non-state actors in cyber proxy warfare. The results 

of this study are expected to make a significant contribution to the existing literature and assist 

policymakers in developing more effective strategies to deal with cyber threats in the future. 

 

RESULT AND DISCUSSION 

This study analyzes the role of non-state actors in cyber proxy warfare through four 

case studies: cyberattacks by Anonymous, cyber terrorism by ISIS, information manipulation 

by extremist groups, and the use of digital propaganda in regional conflicts. The study found 

that non-state actors have a significant ability to influence global geopolitical dynamics 

through cyber operations. The main observations of each case are summarized in Table 1. 
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Table 1. Summary of Observations from Case Studies 

Case 
Non-State 

Actors 

Techniques 

Used 
Target 

Affected 

Countries 
Key Impact 

Anonymous Attacks         Anonymous   DDoS Attacks, 

Website 

Defacement     

Government, 

Enterprise            

US, UK, Spain              Operational 

Disruption, 

Economic 

Losses 

Cyber Terrorism by 

ISIS           

ISIS Online 

Recruitment, 

Attack 

Coordination 

Civilian, Public 

Infrastructure 

France, 

Belgium, 

Indonesia        

Public Fear, 

Infrastructure 

Damage 

Information 

Manipulation by 

Extremists 

Extremist 

Groups        

Disinformation, 

Hoaxes                   

Public Opinion, 

Political 

Process      

USA, Germany, 

Brazil                

Social 

Polarization, 

Crisis of Trust    

Digital Propaganda 

in Conflict 

Various 

Groups         

Social Media 

Campaigns                 

Parties to 

Regional 

Conflicts   

Syria, Ukraine, 

Myanmar          

International 

Support, Public 

Opinion     

 

To emphasize the observational findings, a simple statistical analysis was carried out 

by calculating the frequency of cyber attacks and their impacts. Here is a table showing the 

number of cyberattacks detected and their main impact in each case. 

 

Table 2. Number of Cyberattacks and Their Impact 

Case 

 

Affected 

Countries 

Number 

of 

Attacks 

Operational 

Disruption 

(%) 

Economic 

Loss (%) 

Public 

Fear 

(%) 

Social 

Polarization 

(%) 

International 

Support (%) 

Anonymous 

Attacks                    

US, UK, 

Spain           

150 85 75 0 10 5 

Cyber 

Terrorism by 

ISIS           

France, 

Belgium, 

Indonesia 

45 10 0 95 5 0 

Information 

Manipulation 

by Extremists  

USA, 

Germany, 

Brazil             

120 5 0 15 80 0 

Digital 

Propaganda 

in Conflict 

Syria, 

Ukraine, 

Myanmar       

30 0 0 20 10 70 

 

Key findings: 

1. Anonymous has carried out attacks against the United States, Britain, and Spain. The group 

uses DDoS attack techniques and website defacement to disrupt government and 

corporate operations in these countries. As a result of this attack, operations were disrupted 

by 85% and caused significant economic losses of 75%. 

2. ISIS has influenced France, Belgium and Indonesia through the use of cyber technology for 

online recruitment and attack coordination. This activity causes a very high public fear, 

reaching 95%. Effective online recruitment and the ability to coordinate cyberattacks 

strengthen ISIS's ability to create instability in those countries. 

3. Extremist groups have carried out information manipulation that has had an impact on the 

United States, Germany, and Brazil. This activity resulted in social polarization of 80% and 

created a crisis of trust in the political process. By utilizing technology to spread misleading 



https://jrssem.publikasiindonesia.id/index.php/jrssem/index 

Hafizd Alharomain Lubis, Mohammad Izdiyan Muttaqin, Nurwahidin  |820 

information, these groups have succeeded in creating divisions in society and affecting 

political stability. 

4. In Syria, Ukraine, and Myanmar, groups that use digital propaganda have leveraged social 

media campaigns in regional conflicts to gain international support. The campaign has an 

effectiveness of 70%, which shows their success in influencing international public opinion 

and gaining sympathy and support for their cause. The results of this study show that non-

state actors have significant power in conducting cyber operations that have a major impact 

on national and international security. By paying attention to the concepts of power and 

security in the perspective of realism, this study confirms that cyber threats from non-state 

actors need serious attention from policymakers and security practitioners. 

Discussion 

Cyber proxy warfare has become a significant phenomenon in the context of global 

geopolitics, where non-state actors play a crucial role in influencing international power and 

security dynamics. Based on the concept of realism, which emphasizes the importance of 

strength and security in international relations, this research discusses how non-state actors 

such as hacker groups, terrorist organizations, and extremist groups utilize cyber technology 

to achieve their geopolitical goals. 

The Role of Non-State Actors in Cyber Proxy Wars 

Non-state actors have the ability to carry out significant cyberattacks against countries, 

companies, and individuals. For example, the group Anonymous has been known to carry out 

DDoS attacks and defacement against government and corporate websites as a form of 

political and social protest. These attacks often cause operational disruption and major 

economic losses, especially in countries such as the United States, the United Kingdom, and 

Spain. These attacks show how non-state actors can challenge state power by using cyber 

technology as their tool. ISIS, for another example, uses cyber technology for online 

recruitment and coordination of terrorist attacks. These attacks have led to widespread public 

fear and damage to infrastructure in countries such as France, Belgium, and Indonesia 

(Conway, 2016). This action shows that non-state actors can threaten national security and 

create political instability through the use of cyber technology. 

The hacker group Anonymous is a clear example of how non-state actors can disrupt 

state and corporate operations through cyberattacks. Anonymous uses Distributed Denial of 

Service (DDoS) attack techniques and website defacement to protest against various political 

and social issues. For example, DDoS attacks against United States and UK government 

websites caused significant operational disruptions, disrupted public services and incurred 

significant economic losses. These attacks are not only disruptive, but also demonstrate the 

power of technology in challenging state authority and spreading political messages. 

Anonymous is a hacker group that does not have a clear organizational structure and its 

members are spread all over the world. The group is known for their cyberattacks aimed at 

protesting various political, social, and economic issues. Anonymous's main motivation is to 

fight what they perceive as injustice and human rights violations by governments, companies, 

and other institutions. They often refer to themselves as internet freedom fighters and activists 

who fight censorship and corruption. Anonymous uses a variety of cyberattack techniques to 

achieve their goals, with the two most common methods being Distributed Denial of Service 

(DDoS) attacks and website defacement. A DdoS attack, involves sending a large amount of 

internet traffic to a website until it is inaccessible to legitimate users. This technique is used to 

disrupt the operation of government websites, companies, and other organizations as a form 
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of protest. DDoS attacks by Anonymous often manage to disable the target website for a 

significant period of time, causing disruptions in service and operations.  

This method involves hacking and changing the appearance of the target website to 

convey a political or social message. Anonymous often uses this technique to publicly express 

their protest messages, criticizing government policies or corporate practices that they deem 

unfair. Anonymous has targeted a wide range of entities around the world, including 

governments, multinational corporations, law enforcement agencies, and non-governmental 

organizations. Some of the notable targets of their attacks include the United States and UK 

Governments, Anonymous has carried out DDoS attacks against the government websites of 

these two countries in protest against internet surveillance and censorship policies, 

Multinational Corporations, these groups have also targeted large companies such as Sony 

and PayPal, which they deem to be conducting unethical business practices or supporting 

controversial government policies,  and Law Enforcement Organization, Anonymous often 

attack law enforcement agencies' websites as a form of protest against actions they deem to 

violate human rights, such as police brutality or unjust detention. Attacks carried out by 

Anonymous often have a significant impact, both operationally and economically. Disruption 

of important online services and websites can lead to huge financial losses, hinder 

communication, and lower public trust in the attacked institution. For example, a DDoS attack 

that cripples a government website can hinder public access to essential public services, while 

website defacement can damage the reputation of the targeted organization. 

ISIS is using cyber technology for more destructive purposes, such as online recruitment 

and coordination of terrorist attacks. These attacks are often aimed at creating fear and 

instability in the target countries. For example, terrorist attacks coordinated through digital 

platforms in France, Belgium, and Indonesia show how terrorist groups can leverage cyber 

technology to expand their reach and impact. These attacks show that non-state actors can 

not only threaten national security, but can also create widespread political and social 

instability. ISIS (Islamic State of Iraq and Syria) has shown how non-state actors can use cyber 

technology to achieve terrorism goals and create global fear. ISIS uses cyber technology in a 

variety of sophisticated ways to support its operations and expand its influence. One of the 

main ways ISIS uses cyber technology is through online recruitment. They utilize social media 

platforms, internet forums, and instant messaging apps to attract and recruit new members 

from all over the world. These recruitment are not limited to a specific region, but are global, 

targeting vulnerable and vulnerable individuals affected by their extremist ideologies. Through 

coordinated propaganda, they managed to attract thousands of recruits from various 

countries, who were then trained and mobilized to carry out acts of terror. In addition to 

recruitment, ISIS also uses cyber technology for attack coordination. Encrypted 

communications and digital platforms are used to plan and coordinate terror attacks in 

different countries. This technology allows them to orchestrate attacks with high precision 

without being detected by law enforcement authorities. These attacks often involve the use of 

explosives, armed attacks, and other terror tactics that cause fear and great damage. 

Propaganda is a key component of ISIS's cyber strategy.  

They use videos, articles, and other visual content to spread their ideology and promote 

violence. This propaganda is designed to scare the public, inspire acts of terror by 

sympathizers, and show the world their strength and resilience. Social media became the main 

tool in the spread of this propaganda, allowing their message to spread quickly. ISIS has also 

been involved in direct cyberattacks against critical infrastructure and websites it considers 

adversaries. These attacks include website defacement, Distributed Denial of Service (DDoS) 
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attacks, and attempts to hack critical systems. Although these attacks are often more symbolic 

than significantly damaging, they have managed to demonstrate ISIS's technical capabilities 

and reinforce their image as a global threat. ISIS's use of cyber technology poses a serious 

challenge to global security. Countries must increase their cyber defense capacity to detect 

and respond quickly to these threats. International cooperation is also becoming increasingly 

important to track and stop terrorist cyber activities that often cross national borders. In 

addition, digital platforms and social media need to work with governments to identify and 

remove terrorist content, as well as prevent the use of their platforms for terrorism purposes. 

ISIS has shown that cyber technology can be used as an effective weapon in modern terrorism. 

With the ability to recruit, coordinate attacks, spread propaganda, and launch cyberattacks, 

they have added a new dimension to the threat of global terrorism. Collective efforts from the 

international community are needed to confront and overcome these challenges, ensuring 

that global security and stability are maintained. 

Extremist groups often use information manipulation as a tool to achieve their political 

goals. Disinformation techniques and the spread of hoaxes are used to influence public 

opinion and undermine the political process in countries such as the United States, Germany, 

and Brazil. This disinformation campaign is designed to create social polarization and reduce 

public trust in government institutions. This manipulation of information suggests that non-

state actors can use cyber technology to manipulate perceptions and create a deep crisis of 

trust in society. Information manipulation by extremist groups has become one of the most 

effective tools in cyber proxy warfare. This technique is used to influence public opinion, 

undermine the political process, and create social instability in various countries. Extremist 

groups are utilizing cyber technology to spread disinformation and hoaxes that are carefully 

designed to achieve their political goals. Extremist groups use a variety of techniques to 

manipulate information. One of the most common techniques is the dissemination of 

disinformation through social media. This disinformation is often presented in the form of fake 

news, memes, and videos that contain misleading messages. This technique utilizes social 

media algorithms that tend to promote attention-grabbing content, so disinformation 

messages can quickly spread widely and reach large audiences. In addition, extremist groups 

also use bots and fake accounts to amplify their messages. These bots and fake accounts are 

used to create the illusion of massive support for certain messages, thereby increasing public 

trust in the information being disseminated. This technique allows extremist groups to control 

public discourse and influence mass perception in ways that are difficult for ordinary users to 

detect. 

Information manipulation is often designed to divide society by reinforcing extremist 

sentiments and creating tensions between groups. For example, messages that promote 

hatred against certain ethnic or religious groups can exacerbate social polarization and trigger 

internal conflicts. By spreading disinformation about government institutions and political 

processes, extremist groups can undermine public trust in governments and democratic 

systems. Disinformation that alleges election fraud, corruption among officials, or political 

conspiracies can make the public lose confidence in the legitimacy of government and 

democratic processes. Manipulated information is often used to mobilize support for extremist 

political agendas and radicalize individuals. Messages that emphasize injustice or threats faced 

by certain groups can encourage individuals to support extremist acts, including political 

violence or terrorism. Extremist groups supported by foreign countries can use information 

manipulation to interfere in the internal affairs of the target country. By influencing public 
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opinion and political processes in other countries, they can weaken the geopolitical position 

of that country and benefit the strategic interests of the host country. 

Extremist groups are using information manipulation as part of a broader strategy to 

achieve their political goals. This strategy often includes several stages. Extremist groups first 

identify sensitive and vulnerable issues in the target country. These issues can be ethnic 

tensions, dissatisfaction with the government, or political controversies. Disinformation 

content is then created based on the issues that have been identified. This content is designed 

to provoke strong emotions such as anger, fear, or hatred, making it more likely to attract 

attention and be shared by social media users. Once disinformation content is created, 

extremist groups use bots, fake accounts, and their support networks to distribute and amplify 

the message. Social media is the main platform for fast and wide distribution. Extremist groups 

continue to monitor the public's response to the disinformation they spread. Based on the 

feedback received, they can tailor their messages to increase their effectiveness and impact. 

Information manipulation by extremist groups is a serious threat to global political and social 

stability. By utilizing cyber technology, these groups are able to influence public opinion, create 

instability, and achieve their political goals in ways that are difficult for governments to detect 

and address. To address these threats, a comprehensive cybersecurity strategy and 

collaborative efforts between governments, technology companies, and the international 

community are needed. 

The use of digital propaganda by non-state actors in regional conflicts is also an 

important tool in cyber proxy warfare. In the conflicts in Syria, Ukraine, and Myanmar, various 

non-state groups have used social media to spread propaganda and influence international 

public opinion. This propaganda often aims to strengthen the position of certain groups in 

conflict and gain international support. Digital propaganda shows that non-state actors have 

the ability to influence conflict dynamics and rally international support through coordinated 

communication strategies. Digital propaganda has become a very effective tool for non-state 

actors in influencing the outcome of regional conflicts. With the increasing use of the internet 

and social media, non-state groups can reach global audiences quickly and efficiently, 

spreading their messages and shaping international public opinion. Digital propaganda in 

regional conflicts involves a variety of strategies, from the dissemination of biased information 

to coordinated disinformation campaigns. Non-state groups use a variety of strategies to 

maximize the impact of digital propaganda. One common method is the use of social media 

to spread narratives that support their cause. Platforms such as Facebook, Twitter, and 

YouTube allow for the rapid and widespread spread of messages. Disseminated content often 

includes videos, images, and memes designed to grab the attention and move the audience's 

emotions. In addition, non-state groups often utilize bots and fake accounts to amplify their 

messages and create the illusion of widespread support. By using automation technology, they 

can manipulate the algorithms of social media platforms to ensure that their content is seen 

by more people. These campaigns are often accompanied by comments and interactions made 

by fake accounts to reinforce the desired narrative. 

Digital propaganda has had several significant impacts on regional conflicts. First, this 

propaganda can influence international public opinion, shaping perceptions of the parties 

involved in the conflict. For example, by disseminating information that favors one party and 

discredits the other, non-state groups can rally international support that can influence the 

policies of other countries and international organizations. Second, digital propaganda can 

strengthen the position of non-state groups in conflict by gaining support from local and 

international audiences. This support can be financial aid, recruiting new members, or even 
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diplomatic support. In some cases, digital propaganda has managed to build a positive image 

of groups involved in violence or illegal acts, portraying them as freedom fighters or victims 

of oppression. Third, digital propaganda can create polarization within the society involved in 

conflict. By spreading narratives that divide societies based on ethnicity, religion, or ideology, 

non-state groups can deepen tensions and prolong conflicts. This polarization is often used to 

weaken the enemy and strengthen the negotiating position of non-state groups.  

Facing digital propaganda in regional conflicts poses a number of challenges for 

countries and the international community. One of the biggest challenges is the ability to 

detect and address disinformation quickly. The technology used by non-state groups is often 

sophisticated and difficult to track, making efforts to control and remove harmful content 

complicated. Countries and international organizations need to develop effective strategies to 

counter digital propaganda. This includes increased detection capacity through the use of 

artificial intelligence technology and advanced algorithms that can identify patterns in the 

spread of disinformation. In addition, public education campaigns to improve digital literacy 

and people's ability to recognize disinformation are also very important. International 

cooperation is also key in dealing with digital propaganda. Countries need to share 

information and resources to address this global threat. Social media platforms also have a 

responsibility to ensure that their services are not misused to spread disinformation and 

propaganda that could undermine international stability. Digital propaganda in regional 

conflicts shows how non-state actors can use technology to influence public opinion and 

conflict outcomes. The strategies they use include the spread of biased information, the use 

of bots and fake accounts, and coordinated disinformation campaigns. The impact includes 

influencing international public opinion, strengthening the position of non-state groups, and 

creating polarization within society. Facing these challenges requires sophisticated detection 

strategies, public education, and international cooperation to mitigate the negative impact of 

digital propaganda. 

From a realism perspective, the role of non-state actors in cyber proxy warfare challenges 

traditional notions of power and security. States must recognize that threats no longer only 

come from other state entities, but also from non-state actors who have the ability to launch 

significant cyberattacks. This requires changes in national security strategies, including 

increased cyber defense capacity, closer international cooperation in addressing cyber threats, 

and the development of effective regulations to control malicious cyber activities. The study 

shows that non-state actors have the potential to change the geopolitical order through cyber 

operations. Countries must be prepared to face these threats with comprehensive and 

responsive strategies to protect national security and maintain international stability. Non-

state actors, through cyberattacks, have the potential to undermine state sovereignty by 

disrupting critical infrastructure, stealing sensitive information, and spreading disinformation. 

These attacks not only cause economic losses but also create political and social instability. 

For example, attacks by the Anonymous group that have successfully crippled government 

systems and companies in the United States, the United Kingdom, and Spain show that non-

state actors can effectively challenge state authority (Liu, 2018). From a realism perspective, 

this kind of threat underscores the need for states to increase their cyber defense capabilities 

to protect national sovereignty and stability. The concept of balance of power in realism 

assumes that countries will adjust their alliances and military capabilities to prevent 

domination by a single country or group of countries. However, with the involvement of non-

state actors in cyber proxy warfare, the balance of power becomes more complex.  
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States should not only consider conventional military power but also the cyber 

capabilities possessed by non-state actors. For example, ISIS's ability to use cyber technology 

for the recruitment and coordination of terrorist attacks suggests that countries must account 

for asymmetric threats in their security strategies (Conway, 2019). To deal with cyber threats 

from non-state actors, countries need to increase international cooperation. Cyberattacks 

often involve global networks and require a coordinated response. Countries must work 

together in sharing intelligence, developing cybersecurity standards, and conducting joint 

exercises to improve preparedness. For example, global efforts to address digital propaganda 

in regional conflicts such as those in Syria, Ukraine, and Myanmar demonstrate the importance 

of international cooperation in countering organized disinformation campaigns (Weimann, 

2021). Countries must develop and implement effective regulations to control harmful cyber 

activities. This includes strict laws against cybercriminals and measures to protect critical 

infrastructure from cyberattacks. Regulations should also include cooperation with the private 

sector to ensure that high safety standards are widely applied. This is important given that 

many cyberattacks, such as those carried out by extremist groups to manipulate information, 

target infrastructure owned and operated by private entities (Chen et al., 2020). To deal with 

threats from non-state actors, countries need to modernize their defense capabilities with a 

focus on cyber technologies. This includes investments in research and development of new 

technologies, training of cybersecurity personnel, and the establishment of specialized units 

within the armed forces focused on cyber operations. By doing so, countries can improve their 

ability to detect, respond to, and prevent cyberattacks that could threaten national security. 

For example, increased investment in cyber attack detection and rapid response technologies 

can help reduce the impact of attacks such as those carried out by Anonymous and ISIS (Liu, 

2018; Conway, 2019). From a realism perspective, cyber proxy warfare waged by non-state 

actors adds a new dimension to the understanding of international power and security. 

Countries must expand the scope of their security strategies to address complex and dynamic 

cyber threats. By increasing cyber defense capacity, strengthening international cooperation, 

and developing effective regulations, countries can be better prepared to face threats from 

non-state actors and maintain global stability and security. 

Implications for Global Power and Security 

Non-state actors in cyber proxy warfare add a new dimension to our understanding of 

international power and security. Countries must take into account the threats posed by non-

state actors in their national security strategies. Cyber proxy warfare shows that power comes 

not only from conventional military capabilities, but also from the ability to conduct cyber 

operations that can damage critical infrastructure and create political instability. Countries 

must develop comprehensive strategies to deal with these cyber threats, including increasing 

cyber defense capacity, international cooperation in dealing with cyber threats, and 

strengthening regulations against harmful cyber activities. Only with a holistic and proactive 

approach can countries protect themselves from the threats posed by non-state actors in cyber 

proxy warfare. These changes shift the traditional paradigm of military power and security, 

showing that the threat is no longer limited to physical attacks but also extends to the cyber 

domain.  

A country's strength is no longer only measured by its conventional military and 

economic strength, but also by its cyber defense capabilities. Countries that have robust cyber 

infrastructure and effective cybersecurity strategies are in a better position to protect their 

national interests and respond to threats from non-state actors. For example, cyberattacks 

carried out by Anonymous against governments and companies in the United States, the 
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United Kingdom, and Spain show that even countries with large military power can become 

vulnerable to cyberattacks if they do not have adequate cyber defenses in place (Liu, 2018). 

The manipulation of information and digital propaganda by non-state actors can lead 

to significant political and social instability. Extremist groups that use disinformation to 

manipulate public opinion in countries such as the United States, Germany, and Brazil have led 

to social polarization and crisis of trust in the political process. This instability can threaten a 

country's political integrity and reduce the effectiveness of government, which in turn affects 

national security. 

The use of digital propaganda in regional conflicts by non-state actors has complicated 

the dynamics of the conflict. In Syria, Ukraine, and Myanmar, digital propaganda is used to 

influence public opinion and gain international support (Weimann, 2021). This suggests that 

non-state actors can strengthen their position in conflict and influence outcomes in ways that 

are difficult for conventional states to resist. Countries must develop more sophisticated 

strategies to deal with digital propaganda and maintain stability in regional conflicts. 

The increasing reliance on digital technologies and cyber infrastructure means that 

cyberattacks can have a devastating impact. Cyberattacks by ISIS targeting public 

infrastructure in France, Belgium, and Indonesia show how cyberattacks can disrupt daily life 

and create widespread public fear (Conway, 2019). Countries must strengthen the security of 

their critical infrastructure and develop the capacity to respond to and recover from 

cyberattacks. 

Dealing with cyber threats posed by non-state actors requires closer international 

cooperation. Countries need to work together to share information, develop comprehensive 

cybersecurity standards, and coordinate responses to cyberattacks. International cooperation 

is also important to hold accountable non-state actors who carry out cross-border 

cyberattacks. Without international cooperation, efforts to deal with cyber threats will be 

fragmented and less effective (Healey, 2013). 

Countries must develop strong regulations and policies to address harmful cyber 

activities. These include stricter enforcement of illegal activities in cyberspace, regulation of 

technology companies to improve cybersecurity, and policies to protect citizens' privacy and 

data. Strengthening regulations and policies will help create a safer and more resilient cyber 

environment against attacks from non-state actors. The implications of cyber proxy warfare by 

non-state actors are significant to global power and security. Countries must acknowledge this 

threat and develop a comprehensive and integrated strategy to confront the challenges posed. 

A holistic approach, including cyber defense capacity building, international cooperation, and 

regulatory strengthening, is critical to protecting national security and maintaining 

international stability in the face of threats from non-state actors. 

 

CONCLUSION 

The study reveals that cyberattacks by Anonymous disrupted government and corporate 

operations in the United States, the United Kingdom, and Spain, showcasing the ability of non-

state actors to challenge state authority. Cyber terrorism by ISIS instilled public fear and caused 

infrastructure damage in France, Belgium, and Indonesia, underscoring a severe threat to 

national security. Manipulation of information by extremist groups led to social polarization 

and a crisis of trust in the United States, Germany, and Brazil, significantly impacting political 

stability. Additionally, digital propaganda in regional conflicts such as those in Syria, Ukraine, 

and Myanmar has garnered international support for specific groups, illustrating how non-

state actors leverage social media to influence conflict outcomes. This research emphasizes 
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the need to acknowledge cyber threats from non-state actors within the realism framework, 

confirming their potential to disrupt political, social, and economic stability. By analyzing 

various cyberattack techniques and impacts, the study provides critical insights for 

policymakers and security practitioners in formulating strategies to safeguard national 

security. However, the study's reliance on secondary data and focus on select cases limits its 

generalizability, while qualitative methods offer depth but lack broader applicability. Future 

research should incorporate primary data through expert interviews or direct cyber incident 

analysis for richer insights, employ comparative studies across regions to explore variations in 

cyber proxy warfare, utilize quantitative approaches for frequency and impact assessments, 

and conduct long-term analyses to track the evolution of cyber threats and responses.  
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